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Abstract of the contribution: This contribution proposes to update the Input Data and Output Analytics for Abnormal behaviour analytics.
1. Discussion
At the moment, if a data flow that identified by an IP address 5-tuple is hijacked or misused, an AF (such as the Firewall or the Threat Intelligence Sharing platform) could identify the Exception ID (such as DDoS Attack, ATP Attack, etc.).
If the <IP address 5-tuple, Exception ID> could be provided by the AF to the NWDAF, NWDAF could performs the following data analysis:
In the training phase:
· Firstly, NWDAF could collect massive UE behaviour data (as defined in clause 6.7.2) including normal behaviour or abnormal behaviour.
· By correlating the information from AF and the UE behaviour data from 5G NF by using the IP 5-tuple, the UE behaviour data could be tagged as Normal or a specific Exception ID.
· Then, similar to the Service MOS model as defined in clause 6.4, with the < Normal or a specific Exception ID, UE behaviour data> training data, a Classifier could be trained by the supervised learning algorithm (such as Logistic Regression or Support Vector Machine). Take the Logistic Regression algorithm as an example, the Classifier could be as follows:
, where,

In the two formula:
·  is the result of the classification i.e. if , then UE behaviour data represented by  could be an exception behaviour type (corresponding to an Exception ID), while if , then the UE behaviour data will not a normal behaviour;
·  is an Linear Regression value of ;
·  is the th UE behavior data of a UE.  is dimension.
·  is the weight of the model.
In the test phase:
· Firstly, the run-time UE behaviour data are collected by the 5G NF and transferred to the NWDAF.
· The Classifier could classify the run-time UE behaviour data into normal or abnormal (corresponding to a concrete Exception ID).
· If the output of the Classifier is abnormal, then NWDAF output the corresponding IP 5-tuple (or a destination IP address), concrete Exception ID to the e.g. PCF.
· PCF performs AM policy or SM policy for the abnormal IP 5-tuple (or a destination IP address) as defined in Table 6.8.3-2.
Please note that:
· The <IP address 5-tuple, Abnormal information> provided by the Firewall or a Threat Intelligence Sharing platform could be always offline and in a non-real time manner, which does not help the PCF actions in time.
· And the abnormal information from 3rd AF may be untrusted.
So the NWDAF is needed to analysis the real time abnormal UE behaviour and verify the abnormal information provided by the 3rd AF.
It is proposed to add the IP address 5-tuple and the abnormal information as the input data for the Abnormal behaviour related network data analytics.

2. Proposal
It is proposed to update the clause 6.8, TS 23.288.
**** First Change ****
[bookmark: _Toc6241827][bookmark: _Toc6296389][bookmark: _Toc6241829][bookmark: _Toc6296391]6.8	Abnormal behaviour related network data analytics
[bookmark: _Toc6241828][bookmark: _Toc6296390]6.8.1	General
This clause defines how NWDAF identifies a group of UEs or a specific UE being misused or hijacked based on the expected UE behavioural parameters as defined in clause 4.15.6.3, TS 23.502 [3] for a group of UEs or a specific UE.
The NWDAF performs data analytics on abnormal behaviour if there is a related subscription request from a 5GC NF (e.g. AMF, SMF, or PCF), OAM or an AF. 
The consumer of this analytics shall indicate in the request:
-	AnalyticsId set to "Abnormal behaviour”
-	The Target of Analytics Reporting can be one UE, any UE or an Internal Group Identifier.
-	Optionally an Application ID, DNN or S-NSSAI
-	An Observation period indicates the time when the statistics or predictions are requested.
-	Analytics Filter Information: optional expected behaviour, list of risk IDs to monitor with associated thresholds
-	In a subscription, the Notification Correlation Id and the Notification Target Address are included.
When the NWDAF detects those UEs that deviate from the expected UE behavioural information, e.g. unexpected UE location, abnormal traffic pattern, wrong destination address etc., the NWDAF shall notify the result of the analytics to the consumer as specified in clause 6.8.3.
6.8.2	Input Data
The expected UE behavioural parameters that provided to the NWDAF are defined in Table 6.7.3-1.
The UE behavioural information collected from 5GC NFs is as specified in clause 6.7.2.
The Exceptions information from AF is as specified in Table 6.8.2-1.
On request of the service consumer, the NWDAF shall collect and analyse the behaviour analytics from the 5GC NFs (SMF, AMF) or AF.
Table 6.8.2-1: Exceptions information from AF 
	Information
	Description

	IP address 5-tuple
	To identify a data flow of a UE via the AF (such as the Firewall or a Threat Intelligence Sharing platform)

	Exceptions (1..max) (NOTE 1)
	

	  >Exception ID
	Indicating the Exception ID (such as Unexpected long-live/large rate flows and Suspicion of DDoS attack as defined in Table 6.8.3-2) of the data flow.

	  >Exception Level
	Measured level, compared to the threshold

	  >Exception trend
	Measured trend (up/down/unknown/stable)

	NOTE 1: 	The Exceptions information could help NWDAF to train an Abnormal classifier to classify the UE behaviour data into Normal behaviour or Exception.



[bookmark: _Toc6986647]6.8.3	Output Analytics
The NWDAF services as defined in the clause 7.2 and 7.3 are invoked to notify consumer NFs. A new Analytics ID named "Abnormal behaviour" is defined. 
Corresponding to the Analytics ID, the analytics result provided by the NWDAF is defined in Table 6.8.3-1. The NWDAF shall notify the consumer of the exception(s) with appropriate exception ID if the exceptions level trespasses above or below the threshold.
Table 6.8.3-1: Abnormal behaviour Analytics
	Information
	Description

	  UE ID list
	Could be SUPI, Internal-Group-Identifier, external UE ID, which indicates UE being subject to the risk(s) identified by the Exception ID(s)

	Exceptions (1..max)
	

	  >Exception ID
	The risk detected by NWDAF

	  >Exception Level
	Measured level, compared to the threshold

	>Exception trend
	Measured trend (up/down/unknown/stable)

	>Additional measurement
	Specific information for each risk



If PCF subscribes notifications on "Abnormal behaviour", the NWDAF shall send the PCF notifications about the risk, which may trigger the PCF to update the AM/SM policies. 
The NWDAF also sends the notification directly to the AMF or SMF, if the AMF or SMF subscribes the notification, so that the AMF or SMF may, based on operator local policies defined on a per S-NSSAI or per (DNN,S-NSSAI), take actions for risk solving. The following Table 6.8.3-2 gives examples of AM/SM policies and corresponding actions for solving each risk.
Table 6.8.3-2: Examples of policies and actions for risk solving
	Exception ID and description
	AM/SM policy
	Actions of NFs

	Unexpected UE location
	Add the area of current UE location into mobility restriction
	PCF may extend the Service Area Restrictions. AMF may extend the  mobility restriction

	Unexpected long-live/large rate flows
	Decrease the MBR for the related QoS flow
	SMF updates the QoS rule. 
PCF, if dynamic PCC applies for corresponding DNN, S-NSSAI, updates PCC Rules that triggers SMF updates the QoS rule.

	Unexpected wakeup
	Apply MM back-off timer to the UE
	AMF applies MM back-off timer to the UE

	Suspicion of DDoS attack
	Release the PDU session and Apply SM back-off timer
	PCF may request SMF to release the PDU session.
SMF may release the PDU session and applies SM back-off timer

	Wrong destination address
	Update the packet filter of the related QoS flow to block the wrong SDF
	PCF updates the packet filter in the PCC Rules that triggers the SMF to update  the related QoS flow and configures the UPF

	Ping-pong stationary UE
	NWDAF notifies the AMF or AF (Service Provider)
	AMF may adjust UE registration area.


	Too frequent Service Access/Abnormal traffic volume
	NWDAF notifies  AF (Service Provider)
	




*************** End of changes ***************

